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1. OOmras xapakTepucTuka padodei mporpaMMbl TUCIUILIAHBI

1.1. Mecro AMCHMIUIMHBI B CTPYKTYype OCHOBHOM 00Opa3oBaTEIbHOMN

MIPOrPaMMBbI

VYuebOuasa

NUCLUILUINHA «OI1.05

OcHOBBl  MH(OPMAIIMOHHOM

0e30macHOCTU» SIBJISIETCS 00sI3aTeNIbHOM YacThIO IMKJIAa 00pa3oBaTebHOM
nporpammsl B cootBeTcTBHM ¢ @I'OC 1o cnenunansaoctu 09.02.11 Pazpabortka
U YIIpaBJICHUE IPOrPAMMHBIM 00€CTIEYCHUEM.

1.2.11enp v m1aHupyeMble pe3yJibTaThl OCBOCHUS TUCIUIIIIAHBI:

B paMKax IMporpamMmbl IUCHUIIMHBI CTYACHTAMH OCBAUBAIOTCA YMCHUA U

3HaHUS
Ko o0mux u YMmeHus 3HaHus
PO eCCUOHATBHBIX
KOMITETEHITHS
OK.01 — mmdpoBaTh JaHHBIC H MIPUHITUIIEI 0€30MMaCHOCTH
OK.02 obecreunBaTh ux XPaHEHUs JaHHbBIX
OK.09 KOH(UIEHIINATBHOCTD METO/IbI 3aIIUThI 0a3 JAHHBIX OT
IIK 1.1 — aHanu3  TpeboBaHUU BHEITHHUX yTPO3
IIK 1.4 0€e30MacHOCTH MPUHIIMIIBI KpUITOrpaduu u
IK 1.5 MH(OPMALIMOHHBIX CUCTEM METOJI0B IU(POBAHUS TAHHBIX
gi g é — pa3pabaThiBaTh u CTaHJIaPTHI ¥ IPOTOKOJIBI
IIK 3.3 pealn30BHIBATh Mepbl 0€30MacCHOCTH, TAKUX KaK
K 3.5 0e30IMacHOCTH SSL/TLS, SSH, Kerberos u ap.
MK 3.7 — pealn30BHIBATh METOJIbI ayTCHTU(DHUKAIIIHN U
X3IIUPOBAHUE napoJei, aBTOPHU3AIINU TIOJE30BATENCH,
CECCHOHHBIC TOKEHBI u BKJIFOYAsl UCTIONb30BAHUE TTAPOJIeH,
IBYX(aKTOPHYIO CepTU(PHUKATOB M OMOMETPUIECKHUX
ayTeHTU(UKAIIHIO TaHHBIX

3aKOHOJATEIBCTBO U CTAHAAPTHI
0e3onacHocTH, Takne kak GDPR,
HIPAA, PCI DSS u np.
oTpaciieBasi HOpMaTHBHAs
TEXHHYECKAsT JOKYMCHTAITUS
HMCTOYHUKH WH(POPMAIINH,
HEeoOX0aUMOM IS
podecCHOHATBHOM IeATEITBHOCTH




Ko o0mux u
PO eCCUOHATBHBIX
KOMITETEHITHS

YMmenusa

3Hauug

COBpPEMEHHBIN OTEYECTBEHHBIN U

3apyOeKHBIN OIBIT B
po(heCcCHOHAILHOM
JEATENBHOCTH

TIPUHITUITBI u METO/IbI
obecrieueHust 0e30IMacHOCTH
UH(POPMAIMOHHBIX CHCTEM
IIPUHLIAIIOB 6e30macHOCTH

UH(POPMALIMOHHBIX CHCTEM
COBPEMEHHBIX  METOJOB U

TEXHOJIOTHI B obactu
0e301acHOCTH
WH(POPMAIMOHHBIX CUCTEM
3aKOHOJATENBHBIX u

HOpMaTI/IBHI)IX adKTOB B O6J'IaCTI/I
0€30I1aCHOCTH
MH(GOPMAILIMOHHBIX CUCTEM

WUCTOYHUKHA yrpo3
nH(GOpPMallMOHHON
0€30MacHOCTH U MEPHI MO HX
MPEIOTBPALICHUIO

OCHOBHBIE YTPO3bI 0€30ITIaCHOCTH
MOOHJIBHBIX TPHIIOKECHUH
NpUHOUOBL  Kpuntorpaguu  u
mu(ppPOBaHUS TaHHBIX.
CTaHAApPTBl W TIPOTOKOJIBI
0e30IMacHOCTH, TaKue Kak
HTTPS, OAuth wu OpenlD
Connect

3aKOHOJIaTeIIbHbIE "
perynsTopHble TpeOOBaHUS K
3alIUTe  JAaHHBIX,  BKJIIOYas
GDPR u HIPAA

OCHOBHBIE TPUHIIUTIBI
Oe3omacHOCTH HMH(pOpPMAUU U
METO/IOB €€ 3aIHUTHI.
CTaHJapTHHIE
KpunTorpaduueckue
QITOPUTMBI i1l THA(POBaHUS
JTAHHBIX

TIPUHITUTIBI o0OecreyeHus
0€e30I1aCHOCTH nepeaavn
JIaHHBIX 110 CETH

OCHOBBI 0€e30macHOCTH
MIPUITIOKEHUN u

UHOPACTPYKTYPHI




Konx obmux n YmMmenus 3Hauug
PO eCCUOHATBHBIX
KOMITETEHITUS

— MCETOJbI aHaIKu3a Ha YA3BUMOCTHU
W MOHUTOpPHUHTA 0€e30macHOCTH
— 3HAaHHUC OCHOBHBLIX IIPUHIHUIIOB U

METOI0B obecreyeHus
0e30macHOCTH HUT-
UHPPACTPYKTYPHI U BeO-
MIPUIIOKEHUN

— MOHUMaHHE pa3IUYHBIX
yA3BUMOCTEN u yrpo3
0€30IacHOCTH, a TaKKeE

Croco0OB UX MpPeNOoTBpAIICHUS
U OOHApYXKECHHUS

— 3HaHHE UHCTPYMEHTOB u
TEXHOJIOTHH JUIsi  oOecredueHust
Oe3omacHOCTH nT-
UHQPACTPYKTYPHI u BeO-
MIPUIIOKEHUH, TaKUX KaK
OpaHIMay3pHI, CHUCTEMBI
OOHapy)XCHHUS BTOpKCHUH U
AQHTUBUPYCHBIE TPOrPAMMBbI

2. CTpyKTypa 1 COJIepKaHUE TUCIUILINHBI

2.1. O6beM MUCIUIUTMHBI ¥ BUABI y4eOHOM pabOThI

Bun yueGHOM paboThI Oomem B
yacax

O6beM 00pa3oBaTeNbHOM MPOrpaMMbl JUCIUTIITMHBI 62
OObem paboThI CTYIEHTOB BO B3aUMOJICHCTBHH C MPEMOAaBaTEIeM 16
B TOM YHCIIE:

TeopeTuieckoe o0yueHue 2
MPAKTUYECKUE 3aAHATUSA 14
nabopaTopHbIe 3aHATH -
KOHTPOJIbHBIE pabOTHI -
KypcoBoii mpoekT ( paboTa )(eciu mperycMOTPEHO) -
caMOCTOsTeNIbHas paboTa 34
[TpomexxyTounas arrectanus B GopMe 3K3aMeHa 12




2.2. TeMaTH4eCKnH IUIAH U COAEPKAHUE JUCHUTUINHBI

HanmenoBanne | Copepkanue yueOHOro marepuaia u popmsl | O6bem | Komer kommereHImii
pa3aenoB U TeM OpraHM3aINH JESTEILHOCTH CTYIEHTOB B yacax dbopMUPOBaHUIO
KOTOPBIX
CrocoOCTByeT
AIIEMEHT
POrPaMMBI.
1 2 3 4
Pazmen 1 OcHoBbI HHDOPMATMOHHOM O€301TACHOCTH 62
Tema 1.1 Coneprxanue yueOHOTo MaTepuana 4
BBenenue B He npexycmoTrpeno - OK.01
MHQOPMALMOHHY | B ToM yHCie MPAKTUYECKUX 3aHATUI 1 OK.02
10 Ge3omacHOCTh 1. IlpakTuueckoe 3aHATHE «AHAIIU3 yTPO3 U 1 OK.09
3alIUTHI B UHPOPMAIIMOHHOH 0€301MacHOCTH gi 1411
CamocrosiTenbHas paboTa CTy/I€HTOB 3 K 1: 5
1.OcHOBHBIE MTOHATHS U OTPEICIICHUSI. K 3.1
2.Uctopust u pa3BuTHE HHPOPMAITUOHHON K 3.2
0€30MacHOCTH. K 3.3
3.AKTyanbHbI€ YTPO3bl U PUCKHU B K 3.5
nH(pOPMAIMOHHOM 6€30TaCHOCTH K 3.7
4.11oAroTOBUTH OTUET MO NPAKTHYECKON
pabote «AHamu3 yrpo3 U 3alluThHl B
HH(POpPMAIIMOHHOHN 6€30IacHOCTH
Tema 1.2. Coneprkanue yueOHOT0o MaTepuasa 4
Ynpasienue He npexycmorpeno -
Ge30nacHOCTEIO B TOM yncie npakTH4EeCKUX 3aHATHN 1
unpopmain 1. IIpakTuueckoe 3anatue «OLEHKa PUCKOB 1
Wb npennpudrus».
CamocTosTenbHast paboTa CTYJEHTOB 3
1. HopMaTuBHO-IIpaBOBOE DPETYJINPOBAHUE B
obnactu Ub.
2. Tlonutuku M mpouesypsl 0e30MacHOCTH.
OneHka pUCKOB U yNpaBICHUE UMHU.
3. CooTBeTCTBHUE CTaHAApPTaM U HOpMaTHUBaM
(ISO 27001, GDPR u ap.)
Tema 1.3. CopepxaHue yueOHOT0O MaTepHraa 6
Kpunrrorpagus He npenycmorpeno -
B TOM uncie npakTU4EeCKUX 3aHATHN 2
l.Ilpaktuyeckoe  3anstue  «Pabora c 2

CUMMETPUYHBIMU ¥ aCUMMETPUYHBIMU
anropuTMamMu. XdOIIMPOBAaHUE M CO3J/IaHUE




M (POBON OMTUCH COOOIIIEHUS.)

CamocrosiTenbHas paboTa CTyI€HTOB

1. OcHOBBI KpunTOrpaduu: CUMMETPUYHBIE U
ACHMMETPHYHBIC AJITOPUTMBI.

2. XsmmpoBaHue 1 IA(POBBIE TTOAITUCH.
3.Ilpumenenue Kpunrorpaduun B
npuitoxkeHusx. Creranorpagusi.

Tema 1.4.
3amnmra ceTeBor

UHPPACTPYKTYPHI

Cojsiepkanre yueOHOr0 MaTepuraja

He npexycmoTpeno

B TOM uncne npakTU4EeCKUX 3aHATHN

1. Tlpaktuueckoe 3anstue «Opranuszanus
3amuThl OT aTtak.Opranuzanus padoTsl
VPN 1 MeXCeTeBOro 3KpaHa

CamocTtosTenbpHas paboTa CTYJCHTOB
OCHOBEBI CETEBOI 0C30IaCHOCTH.

3amuTa ot arak (DDoS, MITM u ap.)
HcnonwszoBanne VPN u MeXCETEBBIX IKPaHOB
Buvinonnenue npakmuyeckoeo 3a0anus
«Paccneoosanue cemesoii amaxu.
ObHapyoicenue CKaHuposaHusi NOpmosy *

Tema 1.5.
Bbe3zonacHocTh
MIPUIIOKEHUI

Coneprkanue yueOHOT0 MaTepuaa

He npeaycmoTpeno

B ToMm uncie HNPAKTHUYCCKUX 3aHATUH

1.Ilpaktuyeckoe 3anarue «TectupoBaHue Ha
IIPOHUKHOBEHUE U aHAJIU3 YSI3BUMOCTEN.»

CamocTosTenbHasi paboTa CTYJEHTOB

1. Vsa3Bumoctu BeO-mpunoxenuin (OWASP
Top Ten). be3omacHoe mporpaMMHUpOBaHUE:
JTy4ILIUE PAKTHKH.

2. TectupoBaHre HAa TPOHUKHOBEHUE M aHATIN3
YA3BUMOCTEM.

Tema 1.6. 3amura
JTAHHBIX

Coneprkanne ydeOHOro MaTepuasa

He npexycmotpeno

B ToM umncie npakTHYeCKUX 3aHATHI

l.Ilpaktuueckoe  3aHsAtue  «BpInoiHEHHE
pE3€pPBHOr0 KOMUPOBAHWS U BOCCTAHOBJICHUS
JTAHHBIX. YIIpaBJICHUE JOCTYIIOM K JaHHBIM»

CamocTtosTenbHast paboTa CTYJEHTOB
[MudpoBanre TaHHBIX B IIOKOE U B TPAH3UTE.
Pe3epBHOE KoOmMHMpoOBaHHE U BOCCTAaHOBJICHHE
JTAHHBIX.

YnpasiieHue J0CTYIIOM K IaHHBIM

Tema 1.7.
be3omacHOCTH
001aYHBIX
TEXHOJIOTHI

CoaepxaHue y4eOHOr0 MaTepuaia

He npeaycmotpeHo

B TOM uncie npakTHYECKHUX 3aHATHIA

1.IIpakTueckoe 3ansitue «M3ydyenne moaenu
00JIAYHBIX YCIYT U UX O€30MTaCHOCTH

CamocTtosTenbpHas paboTa CTYJCHTOB
OcobeHHOCTH 0€30IMacHOCTH B O0JaYHBIX
cpenax. Moaenu ob6aaunbix yeuyr (IaaS, PaaS,




SaaS) u ux 0e301aCHOCTH

Tema 1.8.
NanuneHTs!
0€3011aCHOCTH

Coneprkanne yueOHOro MaTepuasa

1. Peakius Ha MHIMACHTHI W YIPABJICHHE
UMU. AHaIU3 WHIMICHTOB © IUQpoBas
KpUMUHAIUCTUKA. BoccTraHoBieHue mocie
WHIUJCHTA.

B TOM uncie npakTHYECKHUX 3aHATHIA

[IpaxTuyeckoe 3anstue «Padora ¢
VHLIHJICHTaMK»

CamocrosTenbHas paboTa CTy/I€HTOB
1.Kubepbe3omnacHocTb. [TpoMbleHHBIN
mmnuoHax. OSINT. dopensuka

2. 3au4uma JUYHBIX U KopnopamueHnbvlx OAHHBIX
om Kubepyepos*

Tema 1.9.
ConmanbHas
WHXXEHEpUs 1
YyeJI0BeUECCKUI

dakrop

Coepkanre yaeOHOr0 MaTepHraja

He npeaycmoTpeHo

B ToM 4mcie npakTHYeCKuX 3aHSTHH

l.IIpaktnueckoe  3amste  «Pa3paboTka
HIOJINTUKU HH(OPMAIIOHHON 0€30I1aCHOCTH. )

[lcuxomorust arak: colmagbHAas WHKECHEPHS.
OOyueHne COTPYIHUKOB HH(POPMAIIMOHHOM
0€30MacHOCTH

ObHnapyoicenue  ¢uwunea u  npuemos
COYUANbHOU UHMICEHepUU ™

Occe, mpuMepHasi TeMaTHKa:

1. CoumanbHas MHXEHEPUs B COLICETIX: KaK
myOraHast nH(popManus CTAHOBUTCSA
OPYKHEM.

2. IloueMy yMHBIE JIOOU TIONAJAIOTCS Ha
¢umuHr?

3. YenoBeueckuil (hakTOp BHYTPH KOMIIAHUHU:
rmouyeMy TpUHECeHHas (remka omnacHee
xakepa?

4. Knaccuueckue W COBPEMEHHBIE METOJbI
BUIIMHTA

5. Kak commanbHas HHXXEHEpUs 3aCTaBIISET
YECTHBIX JIIOJIe HapylaTh MpaBuia

Tema 1.10.
Bbynymee
UH(POPMALIMOHHO
1 6e30macHOCTH

CopepxaHue y4eOHOr0 MaTepuaia

He npeaycmorpeHo

B TOM uncie npakTHYECKHUX 3aHATHIA

CamocrosiTenbHas paboTa CTy/I€HTOB
TeHneHIMM W HOBBIE TEXHOJIOTHU B 00JIacTH
ocezonmacHoctn  (Al, ML,  Oiokuciin).
OTuYecKkue  acmekTbl  MH()OpPMaLMOHHON
6e30macHOCTH

Ksanmoesvle cucmemut wughposanus’™

HpOMC)KYTOQHaH aTrecTanus B (bopMe OK3aMCHa

12

Bcero:

62




3. YcinoBus peanu3aiyu JUCITUTITAHbI

3.1. Jlns peanuzauuv MOpoOrpamMMbl AUCHUIUIAHBI  JOJKHBI  OBITH
IPEIyCMOTPEHBI CIEAYIOIUE CHElUaIbHbIE MOMEUIEHUS: B COOTBETCTBUU C
®I'OC CIIO wu IIOII: JlaGoparopusi «KoMmnblOTEpHBIX CET€l U OCHOB
UH(OPMAIMOHHON O€30MaCHOCTHY,

— aBTOMAaTH3WpOBaHHBIE paboune Mecta ooyyaromuxcs (Monobok — Intel
Core 15, RAM 16 Gb, 1 Tb), APM mnoxakmaioueHbl K JIOKAJIbHOM
BBIUMCIIUTENbHOU ceTu HTepHET;

— aBTOMAaTH3MpOBaHHOE pabouee mecTo npenoaasatens (MonoO1ok — Intel
Core 15, RAM 16 Gb, 1 Tb), APM mnoakmoueH K JIOKaJIbHOM
BBIUNCIIUTEINBHOU ceTH VHTEpHET;

— KOMIUJICKTS KOMIBIOTEPHBIX KOMIUIEKTYIOIIMX JUIsI IPOU3BEIECHUS
cOopku, pazbopku u cepucHoro odciyxubanus [1K u oprrexuukuy;

— TPOEKTOP U IKPaH;

— MeJIoBast JI0CKa;

— TporpaMMHO€ oOecreueHre 001Iero u npodeccCuoHaaIbHOTO Ha3HAYCHUS,
B TOM 4HCJIe BKJItouarouiee B ce0s cienyroee [10:

Postman, OBS Studio, VirtualBox, Node.js, Microsoft Visual Studio,
Visual Studio Code, Google Chrome, Firefox, Git, Gogs, Notepad++.

3.2. UndopmanrionHoe oOecrieyeHue peann3aiii IporpaMMbl

OCHOBHBIE TICUaTHBIC U 3JICKTPOHHBIC H3/IaHUS:

1. bamanoB, A. H. 3ammra uHPOPMAIMOHHBIX  CHCTEM.
Kubepb6e3zonacuocTs : yaeOHoe mocobue mist cro / A. H. bananos. — 3-e u3n.,
crep.— Cankr-IletepOypr : Jlanb, 2026. — 84 ¢. — ISBN 978-5-507-55006-7.
— Texkcer : anektponHbid // JlaHb : ANEKTPOHHO-OMOIMOTEYHAS CHCTEMA. —
URL.: https://reader.lanbook.com/book/515089#2

(mara obOpamenus: 16.11.2024).

2. bananoB, A. H. Kommiekcnas uHdopmanuoHHas 0€30MacHOCTH :

yuebHoe mocobue s cno / A. H. bamanoB. — 2-e wusm., crep.--CaHKT-
[TerepOypr : Jlanb, 2025. — 284 ¢. — ISBN 978-5-507-52593-7. — Texkecr :
AJEKTpOHHBIN // Jlaub : »nexkTpoHHO-OMOMMoTeyHas cucrema. — URL:

https://reader.lanbook.com/book/463001#2

(mata obpamenusi: 16.11.2024).

3. Hecrepos, C. A. OcHoBbI HHGOPMAITMOHHON 0€30MaCcHOCTH : YU4eOHUK
st crio / C. A. Hecrepo. — 3-e u3j., ctep. — Cankr-IlerepOypr : Jlanb, 2026.



https://reader.lanbook.com/book/515089#2
https://reader.lanbook.com/book/463001#2

— 324 c. — ISBN 978-5-507-56692-1. — TekcT :
AJIEKTPOHHO-OUOIMOTeUHAs cucTeMa.
https://reader.lanbook.com/book/518575#2

(mata obpamenus: 16.11.2024)

4. TIpoxopoma, O. B. HudopmammonHass 06e€30MacHOCT, W 3aluTa
uH(popmaruu : yueonuk ansa cno / O. B. IIpoxopoBa. — 7-e uzn., crep. —
Cankr-IlerepOypr : Jlanp, 2026. — 124 c¢. — ISBN 978-5-507-56325-8. —
Tekcr : anexTpoHHbIl // Jlanb : 3neKTpoHHO-OMOMMoTeyHas cucrema. — URL:
https://reader.lanbook.com/book/515187#2

(mara obpamenus: 16.11.2024)

3JEKTpOHHBIN // JlaHb :
URL:

4, KOHTpOJ’IB N OLCHKA PC3YJIbTATOB OCBOCHUA JUCHIUIIIINHBI
KOHTpOHB n OLICHKAa PE3YJIbTAaTOB OCBOCHU JUCITHUITIINHBI
OCYHICCTBIIACTCA IIPCIIOAAaBaTCICM B IIPOLCCCC IIPOBCACHUA IIPAKTHYCCKUX
SaHﬂTHﬁ, TCCTUPOBAHMS, 4 TAKIKC BBIIIOJIHCHHA CTYACHTAMHW HMHAWBUYAJIbHBIX

3aJlaHui, MPOEKTOB, UCCIICIOBAHUM.

PesynbTarsl o0yueHus

Kpurepun onenkn

MeToab! OllEHKHU

3naem:

- aKTyaJIbHBIN MpodeccroHaNbHbIN 1
COITMAIILHBIA KOHTEKCT, B KOTOPOM
MIPUXOAUTCS PabOTATh U )KUTb;
-OCHOBHBIC UCTOYHUKU WH(OPMALINN
U pecypchl UIsl pelleHus 3aaad u
npodiieM B MPOQPECCHOHATHHOM
W/WIH COIIMAIbHOM KOHTEKCTE;

- QITOPUTMBI BBHIMOJIHEHUS paboT B
npoecCHOHaNbHOM M CMEXHBIX
00J1acTsX;

- METO/IBI paboThI B
MpOPECCUOHAIBHOW M CMEXKHBIX
chepax;

- CTPYKTYypy IUIaHa
3ajady;

- TIOPSIIOK OIIGHKH pe3yJIbTaToOB
pelieHus 3agad npodecCuoHaIbHOM
JeSITETTLHOCTH

- HOMEHKJIATypy HH()OPMAIIMOHHBIX
UCTOYHUKOB,  TNPUMCHIEMBIX B
npodeccnoHaNbHOM e TeNbHOCTH;

- TpUeMBl  CTPYKTYPUPOBaHUS
nHpopmanuu;

- (hopmar odopmileHUsT pe3yIbTaTOB
novicka UH(OpMalUU, COBpEMEHHbBIE
CpelcTBa u yCTpOMCTBA
nH(hOpMaTU3ALINY;

JUISL  pelleHUs

5 (OTan4yHo)

Opuentupyercs B
npodeccnoHATEHOM u
COIMAILHOM KOHTEKCTE, B
KOTOPOM MIPUXOTATCS
paboTaTh U KUTh

Bunaneer OCHOBHBIMH
HUCTOYHUKAMU WH(POPMAIIMU U
pecypcamMu  JUISL  pEIICHHS
3a7a4 B MPO(ECCHOHATLHOM
W/WJTM COLTMATTBHOM KOHTEKCTE
MoOXeT TpPOHM3BECTH OICHKY
pe3yJabTaTOB pEIICHUs 3a/1ad
npodeCCHOHATLHON
JeSTeTbHOCTH

Bnaneer HOMEHKJIATY POt
MH(OPMALIMOHHBIX
WCTOYHUKOB, TIPUMCHSICMBIX B
npodeccrnoHaIbHOM
JeSITeTbHOCTH

3naer ¢dopmat odopmieHus
pe3yabTaToOB TIOMCKa
uHpOpMaIUY, COBPEMEHHBIE
CpeAcTBa M YCTpOWMCTBa
uHpOpMaTU3ALUN

Moxert
COBpPEMEHHBIC
YCTPOMCTBA

PUMEHSTh
cpeacTBa |

DKCIEepTHOE
HaOJIFOIcH1E
BBITIOJTHEHH S
MPAKTUYECKHIX
paboT u BUIOB
pabort o
MPAKTHKE
Jmarnoctuka
(TecTupoBaHme)
DK3aMeH
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- IOPAHOK IIPUMEHEHHUS
COBPEMEHHBIX CPEJICTB M YCTPOWCTB
uHPOpPMATU3ALMN M TPOTrPaMMHOE
obecrieueHre B TpodecCHOHATBHON

NEITCILHOCTH B TOM 4YHCIE C
HCITOJIb30BaHUEM i poBbIX
CPEACTB;

- JIEKCUYECKUM MHUHUMYM,
OTHOCSIIIHHCS K ONKCAHUIO
MPEIMETOB, CPEACTB M MPOLECCOB

npoecCHOHABHOM IEeATEHHOCTH;
- IPUHLIUIIBI 0€30MaCHOCTH XpaHEHUs
JIAHHBIX;

- METOJbl 3aIlUThl 0a3 MAHHBIX OT
BHEUIHUX yTPo3

- [OpuHIMNOBL  Kpuntorpahuu u
METOJIOB MU (DPOBAHMS TAHHBIX;

- CTaHHapThl W  TPOTOKOJBI
Oc3omacHocTH, Taknx kak SSL/TLS,
SSH, Kerberos u ap.;

- MeTomel ayTeHTH(DHKAMK W
aBTOpHU3AILIUU MOJIb30BaTeNeH,
BKJIFOYAsl HCIIOJIb30BAaHUE I1ApPOJIEH,
cepTu(UKaTOB U OUOMETPUYECKHX
JTAHHBIX

3aKOHOJATEIbCTBO M  CTaHAAPTHI
Oc3omacHocTH, Takue kak GDPR,
HIPAA, PCI DSS u np.;

- OTpacJIeBYIO HOPMAaTHUBHYIO
TEXHUUYECKYIO JOKYMEHTAIUIO U
HUCTOYHUKHU uHpOpMAITUH,
HE00X0IUMBIC JUIS
PO eCCUOHAITBHON JIeATETLHOCTH;

- COBPEMCHHBI OTEUECTBEHHBI U
3apyOeKHBIN OTIBIT B
npodeccuoHaNbHON e TENbHOCTH;

- IIPUHIIAITB 1 METOBI OOCCTICUCHUS

06e3omacHOCTH  MH()OPMALMOHHBIX
CHUCTEM,;
- HPUHIUIIBL 6e30macHOCTH

MH(OPMALIMOHHBIX CUCTEM;

- COBPEMEHHBIC METOIBI )31
TEXHOJIOTHH B 0077aCTH 0€30I1aCHOCTH
WH(OPMAITMOHHBIX CUCTEM;

- 3aKOHOJaTeIbHbIE U HOPMATHBHBIC
akTel B o0jactu 0e30ImMacHOCTH
MH(GOPMAIIMOHHBIX CUCTEM;
-MCTOYHHUKH yTPpo3 HHHOPMAITMOHHON
0e30MacHOCTM W Mephl MO0 HX
PEA0TBPALICHUIO;

uHpOpMaTU3ALUU u
nmporpaMMHOe  oOecrieueHne
(B T.4. IMPpOBBIE CPEICTBA)
Bnameer meromamu 3amiuThI
06a3 JaHHBIX OT BHELIHHX
yIpo3

OpueHTHpyercs B CTaHAapTax
M TPOTOKOJIaX 0€30MMacHOCTH
(SSL/TLS, SSH, Kerberos u

Jp.)

3Haer METO/IbI
ayTeHTH(UKAIINH u
aBTOpHU3aLUU (mapomnu,

cepTuduKaTel, OHOMETPHS)
3HaeT 3aKOHOJATENbCTBO |
CTaHIapThHI 0e301acHOCTH
(GDPR, HIPAA, PCI DSS u
zp.)
Bnaneer
METOJIaMHU
0e30MacHOCTH
WH(OPMAITMOHHBIX CHCTEM
Brnaneer COBPEMEHHBIMH
METOJIaMU M TEXHOJIOTHSIMH B
obnactu 6e3omacuoctu MIC
3naet ucrounuku yrpo3 Ub u

NPUHIUIIAMA |
o0ecrieueHms

MEpBI o ux
MIPEOTBPAIICHHUIO
OpueHnTupyercs B pUHIUIAX
KpunTorpauu 51
mmdpoBaHus JTAHHBIX
(yrmy6aénHO)

3Haer CTaHJapThI u
MIPOTOKOJIBI ~ OE30MaCHOCTH
(HTTPS, OAuth, OpenlD
Connect)

Brnaneer OCHOBHBIMH

MPUHLIMIIAMUA  O€30MaCHOCTH
uHpOpMAllUd U METOA0B €&
3alIUThI

3HaeT  UHCTPYMEHTHl  H
TEXHOJIOTHH obecrieueHus
0e30MacHOCTH
(6bpanamay»aphl, IDS,
AHTUBHUPYCHI)

YMeer omnpenensitb  3Tarbl

peuieHus 3a1a4u, COCTaBIIATh
IJIaH JIEWCTBUM, ONPENEATh

pecypcsl
YmMmeer CTPYKTYpHUPOBaTh
uHpOpMaLHIO, BBIJIENIATh
3HA4YUMOE, OLICHUBATh




- OCHOBHBIE YTIpo3bl 0€301MaCHOCTH
MOOUJIBHBIX MPUITOKEHHIH;

- TPUHLOUNBI  KpunTorpapuu u
mdpoBaHus TaHHBIX;

- CTaHmapThl ¥  TPOTOKOJBI
Oe3omacHocTH, Takme kak HTTPS,
OAuth u OpenID Connect;

- 3aKOHOJATEILHBIC U PETYJIATOPHBIC

TpeOOBaHUS K 3allUTe JaHHBIX,
pximogas GDPR u HIPAA;
- OCHOBHEIC MIPUHIUIIBI

O0e3zonmacHocTH  MHGOpPMAIMKM U
METOJIOB €€ 3aIlUThI;

- CTaH/JapTHbIE KpuOTOrpapuyueckue

AITOPUTMBI TUTS mudpoBaHuUs
aHHBIX;
- MPUHIIUIIBI oOecrieueHus

0€30MacCHOCTH Tepelavun JTaHHBIX 110
CETH;

- OCHOBBI 0€e30MmacHOCTH
NPUIOKCHUN ¥ UHPPACTPYKTYPHI;

- METOIbI aHAJIN3a Ha y5I3BI/IMOCTI/I nu
MOHHUTOPHHTA 0€30MaCHOCTH;

- 3HAHHUC OCHOBHBIX HpI/IHHI/IHOB nu
METOH0B 0OecreyeHnst 0€30IaCHOCTH

NUT-undpactpykTypbl u BeO-
IIPUIIOKEHUH;
- MMOHUMaHHe pa3IMYHbIX

ySI3BUMOCTEHN U yrpo3 0e30MacHOCTH,
a TaKXe Cc1rroco0o0B ux
MPEIOTBPALCHUS U OOHAPYKEHUS;

- 3HAHHC WHCTPYMEHTOB u
TEXHOJOTHH g obecrieyeHus
6esonacHoctu UT-uHppacTpyKTyphl
U BEO-IPUIOKEHUH, TaKuX Kak
OpaHIMayspHl, CHCTEMBI
OOHapyKECHHUS BTOP)KEHUI u
AHTHBHUPYCHBIC TIPOTPAMMBI.

Ymeem:

-pacro3HaBaTh 3amauy u/unu
npobiieMy B MPOeCcCHOHATHHOM
W/WIIA CONMATbHOM KOHTEKCTE;
-aHaNMU3UPOBaTh  3aJady  W/WIn

po0JIeMy U BBIJICIATH €€ COCTaBHBIC
4acTu;

- ONpenensTh
3a1a4H;

OTallbl PEIICHUA

MPAKTUYECKYIO 3HAYMMOCTh
Ymeer mmppoBaTh JaHHBIC U
o0ecreunBarhb

KOH(UICHIINAIIBHOCTh
Moxer paspabaTeiBaTh U
peain30BbIBaTh Mepbl
6e30macHOCTH

Moxer peau30BbIBATH
XDOIIUPOBAHUE [apoJIeH,
CECCHUOHHBIE TOKEHBI U 2FA

4 (Xopomo)

3Haer AJITOPUTMBI
BBITIOJTHEHUS pabor B
npodeccrnoHaIbHOM u
CMEXHBIX 00J1aCTIX

3HaeTr MeroAbl paboTHl B
npo¢eCcCuOHAITBHON u
CMEXHBIX cdepax (Xxoporo,
HO oe3 aKIeHTa Ha

KPUTHYECKH BEIOOD)
3HaeT CTPYKTypy IUIaHa ISt
pereHus 3a1a4

3Haet MPUEMBI
CTPYKTYypPUPOBAHHUS
nHpopmarun

3HaeT TIPUHLIUIIBI
0€301acHOCTH XpaHeHUs
TAHHBIX

3Haer TPUHIIUTIBI
Kpunrorpaguu © METOIOB
mudpoBaHUs JTAHHBIX
(6a30BBIi YPOBEHB)

Nmeer mnpencraBienue 00
OCHOBHBIX yrpo3ax
0€30MacHOCTH  MOOMJIbHBIX
MIPUJIOKEHUN

3Haer CTaHJIapTHbIE
KpUnrorpapuyeckue
AITOPUTMBI JJIsl IU(POBAHUS
JTAaHHBIX

Nmeer npencraBieHue o
MPUHIUIIAX o0ecrieueHus
0€30MacHOCTH neperayu

JAaHHBIX T10 CCTHU
3HaeT OCHOBBI O€30MMaCHOCTH

MIPUIIOKEHUN u
UHQPaACTPYKTYpPHI
3HaeT METOAbl aHauu3a Ha

y;ISBI/IMOCTI/I nu MOHI/ITOpI/IHFa
0€e30IacCHOCTH

3HaeT OCHOBHBIC HpI/IHHI/Il'H)I
U METOALl  o0OecreyeHust




- BBIABIATH M I(PPEKTHUBHO HCKATh
nHpopMaIro, HEOOXOIUMYI s
peleHus 3a1a41 U/UITU POOIIEMBI;
-COCTaBJIATH IUIaH JICHCTBUS,

- OTIpeNieNATh HE00XO0IUMBIE
pecypcsl;

- BIIQJCTh AKTyaJbHBIMH METOJaMHU

paboTtel B mpodeCCUOHATBHON |
CMEXHBIX chepax;

- pealHM30BBIBAaTh  COCTaBIICHHBIN
IUIaH;

- OILICHUBATh pe3yibTar u

HOCIEACTBUS CBOHX JeHUCTBUI
(caMOCTOATENTHO WM C TOMOIIBIO
HAaCTaBHHKA);

- ONpeNeNATh 3aJayu ISl MOMCKA
uHpOpMaINH;

- ONPEACIISITh HEe00XOINMBIE
UCTOYHUKU WH(POPMAIINH;

- IIJIJAHUPOBATh MPOLIECC [TOKUCKA;

- CTPYKTypHUpOBaTh MOJy4aeMylo
MH(POPMALIMIO; - BBIJICIATh Hauboee
3HaYUMOE B IlepeuHe HHPOopMaIuy;

- OLICHUBATh IIPAKTHUYECKYIO
3HaYUMOCTb Pe3yJIbTaTOB IOUCKA;

- oQOpMIIATH pe3yJbTaThl IOUCKA,
MIPUMEHSITh CpeacTBa
MH(POPMALIMOHHBIX TEXHOJOTHHA s
pelieHus npodeccuoHaNbHBIX 3a7ay;

- HCHOJB30BaTh  COBPEMEHHOE
IpOrpaMMHOE 00eCIICYCHHE;
- UCTIOJIb30BATh pa3IuuHbIe

nudpoBbIe CpeacTBa IS PEIICHUS
npohecCHOHANBHBIX 3a71a4;
- TOHUMAaTh TEKCThI Ha 0a30BbIE
npodeccuoHaNbHBIE TEMBI,

- mudpoBaHue JTAHHBIX u
obecrieynBaer ux
KOH(UJEHIINAIbHOCTD;

- aHaJIU3UPOBATh TpeOoBaHUs
0e30MmacHOCT  MH(OPMAIIMOHHBIX
CHCTEM;

- paspabaThiBaTh M pPEATM30BHIBATH
Mepbl 0€30MacCHOCTH;

- peaJM30BBIBaTH  XOUIMPOBAHUE
naposielf, CeCCHOHHbIE TOKEHBl U
JBYX(paKTOpHYIO ayTeHTU(PUKALHIO.

0e30MmacHOCTH nT-
nH(ppacTpyKTypel U BeO-
MIPUJIOKEHUN

[Tonumaer pa3InYHbIC
ySI3BUMOCTH u YTPO3BI
0€30IaCHOCTH, CIIOCOOBI HX
MIPEIOTBPALICHUS u
oOHapy XeHUS

Moxer pacrno3HaBaThb
3aauy/mpooaemy B
npoecCHOHATLHOM — W/WIH
COLIMAJIbHOM KOHTEKCTE
AHanmu3upyeT — 3ajadyy u
BBIIEISIET €€  cOCTaBHBIE
4acTH

Moxer BBISIBJISITD u
3¢ heKTHBHO UCKATb

nH(popMaLrio, HEOOXOIUMYIO
JJI1 pCIICHUA

Moxer peanru30BbIBATH
COCTaBJICHHBIN TUIaH
OueHnBaer  pe3ynbrar H

MOCJIEICTBUSI CBOMX JICHCTBUI
(camoCTOATENTHHO WM C
MOMOIIIbIO0 HACTABHUKA)

YMeer onpenenarh 3agadyu
JUIs  TIoucka uHGOpMaIuH,

HCTOYHUKH, IUTAHUPOBATD
IIPOLIECC ITOUCKA

Odopmnser pe3yNbTaThI
MIOMCKa u MIPUMEHSIET
cpenctBa UT mns pemeHus
3a1a4

Moxer HACTIOJIB30BATh
COBPEMEHHOE 1o u
pa3InyHbIe uuppoBbIe
cpencrsa

[Tonnmaer TEKCTBI Ha

6a30Bble MpoeccCHOHAbHbIE
TEMBI

YmMmeer aHaJIU3UpPOBATh
TpeOoBaHusi  0€30MaCHOCTH
MH(POPMALIMOHHBIX CHCTEM

3 (YoBJIeTBOPUTEJIBHO)

Bnaneer JIEKCUYECKUM
MHUHUMYMOM, OTHOCSIIIIUMCS K
OITHCaHUIO MIPEIMETOB,
CpeacTB u MIPOIIECCOB
npogecCuoHATBHON
NEeSTeNbHOCTH (MHUHHMAIBHO
— 0e3 HI0AHCOB)

3HaeT OTPACIEBYIO




HOPMAaTUBHYIO TEXHUYECKYIO
JOKYMEHTAIUI0 U MUCTOYHUKH
uHpopManuu  (MEePEUUCITUTh
MOJKET, HO MPUMEHSITh
CUCTEMHO — 3aTpyAHsIETCA)
3Haer COBpPEMEHHBII
OTEYECTBEHHBIN u
3apyOeKHBIN OTIBIT B
npodeccroHanbHOM
nesTeabHOCTH (0030pHO, 0€3
KPUTHYECKOI'O aHAJIN3A)
3Haer TPUHIIUITBI
0e30MmacHOCTH
MH(OPMALIMOHHBIX  CUCTEM
(obmue, neKIapaTUBHO)
3HaeT 3aKOHOJATEIILHEIE U
HOPMAaTUBHBIC AKTBI B
obnmactu OGe3zomacnoctu MC
(3HaeT Ha3BaHWS, HO HE
BCET/Ia TOJIKYET)

3HaeT 3aKOHOJATENbHBIE W
peryisTOpHbIE TPEOOBAHHS K
3amure  gaHHbIX  (GDPR,
HIPAA — Ha ypoBHe
«CJIBIILIAIY)




